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Abstract

In the face of rising insecurity and economic recession, ensuring the safety of students and staff in
public secondary schools in Nigeria has become increasingly critical. This paper explored the
beneficial integration of innovative security technologies such as entry control equipment, metal
detectors, X-ray machines and video surveillance cameras as strategic measures to enhance school
safety in a recessed economy. In spite of the financial constraints which characterize an economic
downturn, the study argued that the long term benefits of safeguarding educational environments
should justify governments interest in investing in these technologies as they are known to
regulate the entry and egress of school personnel and visitors; detect metal objects; produce
images of internally concealed objects and continuously monitor and record happenings in school
premises. The study concluded that integrating innovative security technologies in public
secondary schools is key to securing a conducive learning environment. Suggestion made among
others was that entry control equipment, metal detectors, X-ray machines and video surveillance
cameras should be adequately procured by the government of the Federal Republic of Nigeria for
secondary schools safety in Nigeria.
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INTRODUCTION

Secondary schools in Nigeria have a major role to play in building middle manpower for the
nation through an impactful sustainable curriculum. This functional curriculum is supposed to
continuously imbue students with critical thinking, creativity, collaboration, communication and
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problem-solving skills. Consequently, these innovative and scientific skills lay a solid foundation
for tertiary education and the world of work. However, building these pillars of progress in the
lives of individual students for employability and tertiary education may be truncated if security
in secondary schools is not prioritized especially in a recessed economy bedevilled by
kidnapping, banditry and forceful entry into communities characterized by wanton killings. The
people that inhabit the North West, North East, North Central, South West and South East
regions in Nigeria live in perpetual fear as a result of incessant banditry attacks ravaging
communities which inadvertently affect secondary schools safety.

Arguably, learning which is known as a change in behaviour (as a result of learners being
abreast with new knowledge) cannot occur in secondary school environments whereby the
communities in which the schools are built continue to face terrorists’ attacks. It is rather most
unfortunate that the security challenge in Nigeria has gradually overwhelmed secondary schools
in some parts of the country and orchestrated low enrolment in schools as government
intermittently orders the closure of schools in insecurity prone areas.

The spate of school insecurity bedevilling the nation’s secondary schools is alarming and
worrisome to all well-meaning citizens of Nigeria. This ranges from the shepherding away of the
Chibok girls and the Kangara boys in the North East and North West of Nigeria to Skirmishes of
school children abduction in Southern Nigeria. Some of the students so abducted have not
returned safely to their parents, leaving an arching void in the hearts of such parents. A vivid
example of such abduction is that of Leah Sharibu; whose parents have lost hope in the return of
their daughter as well asher academic dreams been shattered by insurgents. The throes of agony
perpetuated by insurgents in their dastardly attacks have continued to polarize the education gap
between secondary school age children in Southern and Northern Nigeria as the latter has always
lagged behind since independence due to factors ranging from religion, gender and parents
economic background. Recent attacks in Plateau and Benue States exemplify coordinated attacks
of terror against several helpless communities (Odeniyi, 2025). The questions are: 1) Are there
no public secondary schools in these affected areas? and 2) What must have happened to such
public secondary schools, their teachers, non-teaching staff and students?

It can be readily deduced from the foregoing that the public secondary schools in Nigeria
are no longer safe with analog security tools. Hence the need for security technologies in a
recessed economy. A recessed economy is a prolonged, broad and significant downturn in
economic activity, characterized by a drop in economic output, employment and consumer
spending (The Investopedia Team, 2025). Although the recessed economy in Nigeria based on
its perennial nature has long relapsed into a depressed economy. In spite of the economic
downturn there is hope for Nigerian public secondary schools to acquire innovative security
technologies such as entry control equipment, metal detectors, X-Ray machines and video
surveillance cameras based on its common wealth that traverses the whole nation.

Nigeria’s recessed economy is traceable to the mismanagement of the common wealth of
the nation. Undoubtedly, Nigeria’s economy could be revamped in a period of recession because
it is endowed with arable land for farming, rivers for fishing and rich in minerals (both metallic
and non-metallic minerals as well as fossil fuels). Fossil Fuels include crude oil and gas, coal and
lignite and bitumen; Industrial Minerals encompass, limestone, gypsum. Kaolin, barite, iron ore,
granite and talc while Precious and Semi-Precious Minerals consists of gold, gemstones,
columbite and tantalite and lithium. Others are lead, zinc, sand, laterite, granite, marble, silica,
manganese, tin etcetera (Embassy of Nigeria Netherlands, 2025). These endowments of natural
resources in Nigeria attract influx of people from different countries around the world and States
in Nigeria. Currently the population of Nigeria shows diversity in race, creed, religion, ethnic
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and socio-cultural groups as well as professionals. The indigenes and foreign nationals who have
relocated to different parts in Nigeria to indulge in personal businesses or on transfers from their
organizations do so with their families (that are populated with children) whose security cannot
be ascertained with perimeter fences with block works which are easily pulled down by
intruders.

Nigeria exemplified tranquillity in the 1970s but from the year 2000, the country has
continued to battle with social upheavals emanating from oil bunkering and currently terrorism
which is associated with kidnapping and banditry. The spate of insecurity in Nigeria has in recent
times become so worrisome. Obi (2023) lamented that since the first known attack on a school in
Nigeria in 2014 during which process about 276 school girls from a secondary school in Chibok,
Borno State, North-East Nigeria; the country has known no peace. Kidnapping of learners and
attacks on their schools have spiked in the North-East and North Central Nigeria in recent times,
thus denying children their right to education. Ahmed (2021) gave a newspaper report on how
three (3) teachers, three (3) non-teaching staff, nine (9) family members and twenty-seven (27)
students from Government Science College Kangara, Rafi Local Government Area of Niger
State were led away to an unknown destination. Similarly, Ramalan (2020), reported how 60 out
of 800 students of Government Science Secondary School, Kangara in Kastina State were
missing, following an attack by armed bandits on a certain Friday during their prep at 9:30pm.
Certainly these attacks are inimical to school enrolment and achievement of secondary education
goals.

Consequently, there is the need for the Federal Government of Nigeria to procure
innovative security technologies such as entry control equipment, metal detectors, X-Ray
machines and video surveillance cameras to secure lives and properties in the public secondary
schools in Nigeria for preservation of lives. Based on the foregoing, the paper argued the need
for integration of security technologies in a recessed economy for public senior secondary
schools’ safety in Nigeria.

CONCEPTUAL REVIEW

Integrating Innovative Security Technologies in a Recessed Economy for Public Secondary
Schools Safety in Nigeria

The safety and security of students and staff in public secondary schools in Nigeria have become
a critical issue, as schools are increasingly exposed to various security threats such as violence,
theft and unauthorized access. As these threats escalate, the use of innovative security
technologies have become essential in ensuring that schools remain safe environments conducive
for learning. Several tools, including entry control equipment, metal detectors, X-ray machines
and video surveillance cameras, have emerged as best tools for enhancing school safety. This
paper provides a detailed examination of these technologies and their importance in ensuring
security in Nigerian public secondary schools when fully procured for utilization.

Entry Control Equipment as Innovative Security Technologies for Enhancing Public
Secondary Schools Safety in Nigeria

Entry control equipment is one of the most critical security technologies that should be deployed
to public secondary schools to manage and regulate access in the school environment. This
equipment encompasses a range of tools designed to ensure that only authorized individuals’
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such as students, staff and approved visitors gain entry into the school premises thus warding off
bandits, kidnappers and miscreants. The entry control equipment include such systems as
turnstiles, biometric access control, electronic keycard systems, and password-protected gates.
These technologies help in securing school premises by preventing unauthorized access, which is
essential in mitigating risks associated with school violence, theft, kidnapping, banditry and
other safety concerns. The utilization innovative security technologies make schools to create a
secure perimeter that do not only deter external threats but also allow for real-time monitoring
and management of individuals’ entry or exit from the school.

Turnstiles are one of the most commonly used entry control systems in organizations.
Turnstiles are mechanical or electronic gates that restrict entry to individuals who do not possess
valid access credentials such as keycards or identification badges. When strategically placed at
entrances, turnstiles allow security personnel to regulate the flow of people entering the
premises. According to Emeka (2023), turnstiles have proven to be highly effective in reducing
incidents of unauthorized entry in private secondary schools, especially in urban centers, where
the influx of students and visitors can be overwhelming. Requiring individuals to use ID cards or
access passes to pass through; turnstiles ensure that only those with legitimate reasons for being
on the school premises are granted access. This helps to prevent intrusions by unauthorized
persons who may pose a risk to students' safety.

In addition to turnstiles, biometric systems could also be adopted in Nigerian public
secondary schools. Biometric systems use fingerprint recognition, facial recognition, or iris
scanning to authenticate the identity of individuals attempting to enter the school premises.
These systems offer a higher level of security compared to traditional keycard systems because
they rely on unique biological identifiers, making them virtually impossible to bypass or fake.
For example, in certain high-risk areas of northern Nigeria, where schools are particularly
vulnerable to security threats, biometric systems can be implemented to regulate who gains
access to classrooms and administrative offices (Adebayo, 2023). The use of biometrics prevents
cases of impersonation and eliminates the risks associated with lost or stolen access cards, thus
offering a more secure and reliable method of managing entry. One of the advantages of
biometric systems in school settings is their ability to store and analyze data, such as the time and
date of entry for each person. This enables school authorities to track attendance and monitor the
movements of staff and students within the school grounds. According to Ike (2023), schools that
have implemented biometric access control in Lagos have reported fewer security incidents, with
a marked reduction in the number of unauthorized visitors gaining access to the premises. This
suggests that biometric technology is not only effective in controlling entry but also enhances the
overall safety of the school environment, hence, the need for its utilization in all public
secondary schools in Nigeria.

Electronic keycard systems will also help in ensuring secure access to public secondary
schools. These systems involve issuing staff, students and visitors with electronic cards that are
encoded with unique access credentials. The cards must be swiped or tapped at entry points, such
as gates or doors to grant access. One of the key benefits of keycard systems is their ability to
restrict access to specific areas within the school. For example, certain keycards can be
programmed to grant entry only to authorized personnel, such as teachers, students and
administrative staff; preventing intruders from entering restricted areas like staff rooms,
laboratories or offices. This system allows for greater control over who can access different parts
of the school thus ensuring the protection of sensitive areas. The use of keycard systems is
particularly beneficial in large public secondary schools, where the number of students and
visitors can make it difficult to manually control access to various buildings or sections of the
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school. Hence the introduction of electronic keycards have improved security and reduced
instances of trespassing (Ibrahim, 2023). Keycard systems also allow for easy deactivation in the
event that a card is lost or stolen, further enhancing security. In addition Osifo (2022), averred
that the integration of keycard systems with other security measures, such as turnstiles or
surveillance cameras, provide an additional layer of protection by ensuring that only verified
individuals are permitted to enter the school premises.

Another form of entry control technology that could be readily used in Nigerian public
secondary schools is the password-protected gate system, where entry is controlled through the
use of Personal Identification Numbers (PINs) or passwords. This system is typically used for
staff members and can be configured to allow access only during specific hours of the day. This
methodis geared towards restricting access to administrative offices or classrooms outside of
regular school hours to prevent unauthorized after-hours entry. This type of system is particularly
useful in reducing incidents of vandalism, theft, or other illegal activities that may occur when
the school has closed for the day or on holidays. Uzoigwe (2023) reported that password-
protected gates, when used alongside biometric systems, have provided a robust security solution
for private schools in Anambra State, and minimizing incidents of unauthorized access and
protecting school property. Again, many modern entry control systems, including biometric and
keycard systems, come equipped with remote monitoring capabilities. This allows school
administrators or security personnel to monitor and manage entry remotely, even when they are
off-site. For instance, security systems can be connected to mobile devices, enabling real-time
alerts and notifications in case of any security breach. This level of flexibility ensures that
schools can maintain 24/7 security without having to physically station personnel at every entry
point. Remote monitoring has been particularly beneficial in large schools where the physical
presence of security personnel may not be enough to cover all access points. In the view of Edeh
(2023), the integration of remote access technology in entry control systems has been a game
changer in securing schools in densely populated urban areas where the risk of unauthorized
access is higher.

Entry control equipment such as turnstiles, biometric systems, electronic keycards, and
password-protected gates would offer a comprehensive approach to securing public secondary
schools in Nigeria if fully procured and maximally utilized. These technologies do not only
regulate who gains entry into the school premises but also provide additional features such as
tracking attendance, securing sensitive areas and enable remote monitoring. The integration of
the security systems can make schools to significantly reduce the risk of unauthorized access and
create a safe environment for students and staff. The success of entry control equipment in
enhancing school security, as seen in numerous private schools across Nigeria, highlights the
need for a widespread integration of these technologies in the education sector; particularly in
public secondary schools.

Metal Detectors as Innovative Security Technologies for Enhancing Public Secondary
Schools Safety in Nigeria

Metal detectors could be essential tools for enhancing security measures within public secondary
schools in Nigeria. This is because they are designed to detect metal objects. These devices
provide an important layer of safety against potential threats, such as weapons or contraband,
that could jeopardize the security of students and staff, and by integrating metal detectors into the
security framework of schools, educational authorities can significantly mitigate the risk of
violence, ultimately fostering a safer learning environment for all. The primary function of metal
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detectors is to identify metallic objects, including firearms, knives, and other dangerous items.
These devices operate through electromagnetic fields which are disposed to detecting metals at
various depths, depending on their sensitivity and technology. In schools, metal detectors can be
installed at entry points such as gates and doorways, requiring students and visitors to pass
through them before gaining access to school premises. This ensures that prohibited items are
identified and addressed before they pose threats within the school environment, thereby
enhancing overall safety (Adebayo, 2023).

One significant advantage of using metal detectors in schools is their ability to act as a
deterrent against individuals considering bringing weapons unto school grounds. The presence of
these devices can dissuade potential offenders from attempting to enter with harmful objects,
knowing that they are likely to be detected. Research indicates that schools utilizing metal
detectors often report a noticeable decrease in violent incidents and an increased sense of safety
among students and staff (Nwafor, 2023). This preventive aspect is vital in creating a secure
learning atmosphere, as it does not only protect students but also promotes a culture of safety and
responsibility.

There are generally two types of metal detectors used in school environments: handheld
metal detectors and walk-through metal detectors. Handheld metal detectors are portable devices
that security personnel can use to screen individuals for concealed weapons. These detectors are
particularly useful in settings where walk-through detectors may not be practical, such as during
school events or in schools with limited resources. Handheld devices provide flexibility, enabling
security staff to conduct checks in various locations and circumstances (Ogunleye, 2023). This
adaptability is essential in maintaining safety, especially during gatherings of a large number of
individuals.In contrast, walk-through metal detectors are fixed installations that allow individuals
to pass through without stopping. These detectors often utilize advanced technology to quickly
and efficiently identify metallic objects. Schools opting for walk-through detectors can
streamline the entry process, allowing for rapid screening of students and visitors. This is
especially beneficial during high-traffic situations, such as the beginning and end of the school
day or during special events when large crowds gather (Obi, 2023). The ability to process
individuals swiftly without compromising security is a significant advantage of using walk-
through detectors in educational settings.

To maximize the effectiveness of metal detectors, public secondary schools must
implement comprehensive training programs for security personnel. Staff should be well-versed
in operating the equipment and understanding its capabilities and limitations. Additionally,
training should extend to responding appropriately to alerts, including conducting follow-up
searches or contacting law enforcement agencies when necessary. This preparedness helps
ensure that security personnel can manage potential breaches effectively while maintaining a safe
environment for students (lke, 2023). Furthermore, continuous training sessions can reinforce
skills and ensure that staff are updated on the latest security protocols and technologies.

Moreover, the implementation of metal detectors should be accompanied by clear
policies and communication strategies. Schools need to establish guidelines outlining the use of
metal detectors and the consequences of bringing prohibited items into school premises.
Effective communication of these policies to students, parents and staff is crucial in fostering a
culture of transparency and trust. When the school community understands the rationale behind
metal detectors, it can lead to greater acceptance and cooperation regarding security measures
(Obasi, 2022). This cooperative spirit enhances the overall effectiveness of security protocols
and ensures a collective commitment to maintaining safety.
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Notably, metal detectors offer significant advantages in enhancing school security but it
is important to address some challenges associated with their use. One primary concern is the
potential for creating a climate of fear among students. If not managed appropriately, the
presence of metal detectors can lead students to feel as though they are entering a prison-like
environment rather than a place of learning. Schools must balance security needs with fostering a
supportive and positive atmosphere, emphasizing that the goal of metal detection is to ensure
safety rather than instill fear (Adeleke, 2023). Engaging students in discussions about safety
measures can also help alleviate anxiety and promote understanding of the importance of such
technologies.

Additionally, the cost of acquiring and maintaining metal detector systems can be a
barrier for many public secondary schools, particularly those in low-income areas. However,
when the Federal Government fully funds the procurement of security technologies, insecurity in
Nigerian public secondary schools will barely exist. Therefore, it is vital for educational
authorities to prioritize the allocation of resources towards implementing effective security
measures while considering budget constraints (Ayo, 2022). Innovative funding solutions, such
as partnerships with local businesses or community organizations, may provide additional
financial support for public secondary schools looking forward to enhancing their security
infrastructure.

X-Ray Machines as Security Technologies for Enhancing Public Secondary Schools Safety
in Nigeria

X-ray machines are vital tools for enhancing security measures in public secondary schools in
Nigeria. These devices utilize ionizing radiation to produce images of the internal structure of
objects, which can help identify concealed weapons, drugs or other dangerous items that pose a
threat to the safety of students and staff. The utilization of X-ray machines for school security
can significantly reduce the likelihood of violent incidents and create a safer environment
conducive for learning.

The primary function of X-ray machines in the context of public secondary school
security is to scan bags, boxes and other items brought into school premises. By providing a clear
view of the contents without physical inspection, X-ray machines allow security personnel to
identify prohibited items efficiently and accurately. This technology can help prevent weapons
and other dangerous objects from entering school grounds, thus reducing the potential for
violence and enhancing overall safety (lbe, 2023). The effectiveness of X-ray machines rest in
their ability to produce detailed images that highlight the density and composition of materials,
making it easier to spot items that might otherwise go undetected.One significant advantage of
using X-ray machines is their ability to enhance the speed and efficiency of security checks.
Traditional methods of searching bags and personal items can be time-consuming and invasive,
often leading to long queues and frustration among students and staff. In contrast, X-ray
machines streamline the screening process by quickly analyzing items as they pass through the
scanner. This does not only save time but also minimizes disruption of the school day thus
allowing students to enter the premises more swiftly (Adebola, 2023).

Moreover, X-ray machines contribute to a more thorough and accurate assessment of
potential threats. Unlike manual searches that rely on human judgment, X-ray technology
provides objective data that enhances the reliability of security assessments. Security personnel
trained to interpret X-ray images can quickly identify suspicious items and take appropriate
action, such as conducting further inspections or contacting law enforcement agencies
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(Okwudiri, 2023). This ability to detect concealed threats without direct contact is particularly
important in fostering a safe environment for students and staff.

The implementation of X-ray machines in schools, however, requires careful
consideration of several factors. One primary concern is the safety of students and staff regarding
exposure to radiation. While the levels of radiation emitted by modern X-ray machines are
generally low and considered safe for occasional use, it is crucial for schools to adhere to safety
guidelines and regulations to minimize exposure (Adebola, 2023). Regular maintenance and
calibration of X-ray machines should be managed appropriately to ensure their proper
functionality and safety compliance in public secondary schools when procured and fully
utilized.

In addition to safety considerations, schools must also address the financial implications
of implementing X-ray technology. The initial costs associated with purchasing and installing X-
ray machines can be substantial, particularly for private secondary schools operating under tight
budgets. Ongoing maintenance, staff training, and potential upgrades also contribute to the
overall expense (Chukwuma, 2023). Hence Government’s involvement is key to
mitigatingsecurity challenges in both private and public secondary schools since the students in
these schools are mostly Nigerian citizens.

Video Surveillance Cameras as Innovative Security Technologies for Enhancing Public
Secondary Schools Safety in Nigeria

Video surveillance cameras are indispensable tools that could be used for enhancing security in
public secondary schools across Nigeria, and by providing continuous monitoring and recording
of activities within the school premises; these devices play a critical role in deterring criminal
activities thus enhancing safety protocols and promoting a secure learning environment for
students and staff. The integration of video surveillance technology can significantly improve the
overall security architecture of schools, ensuring that potential threats are identified and
addressed promptly. One of the primary benefits of video surveillance cameras is their deterrent
effect on criminal behavior. The presence of cameras often discourages individuals from
engaging in illegal activities, such as vandalism, theft, or violence, within school premises. There
is the possibility of warding off kidnappers and bandits as their nefarious activities would be
captured.

A study conducted by ljeoma (2023) indicated that schools equipped with visible
surveillance cameras experienced a notable decrease in incidents of misconduct compared to
those without such measures. This finding indicates that the knowledge that one’s actions are
being recorded can lead to a heightened sense of accountability among students, staff and visitors
alike.In addition to their deterrent effect, video surveillance cameras facilitate rapid response to
emergencies and potential threats. In the event of an incident, school security personnel can
quickly review recorded footage to assess the situation and determine the appropriate course of
action. This capability is particularly crucial in scenarios such as altercations among students or
unauthorized access to school premises (Nwoke, 2022). The ability to access real-time footage
allows security personnel to make informed decisions, potentially averting further escalation of
incidents.

Furthermore, video surveillance systems enhance the overall safety of the school
environment by providing valuable evidence in investigations. In cases of theft, bullying, or
other disciplinary issues, recorded footage can serve as critical evidence to identify perpetrators
and establish the facts surrounding incidents (Osifo, 2023). This objective data does not only aid
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in resolving conflicts but also supports fair and just disciplinary measures, ensuring that all
students are held accountable for their actions.

The utilization of video surveillance technology also aligns with the broader trend of
integrating smart security solutions in educational institutions. Modern video surveillance
systems are often equipped with advanced features such as motion detection, facial recognition
and remote access capabilities. These technologies allow for more effective monitoring of school
activities, enabling security personnel to respond proactively to potential threats (Ogunjobi,
2023). For instance, motion detection alerts can notify security staff when unusual activities
occur after school hours, prompting immediate investigation.

However, the deployment of video surveillance cameras in schools raises important
ethical considerations, particularly concerning privacy rights. It is essential for schools to
establish clear policies governing the use of surveillance technology to balance security needs
with respect for students' and staff's privacy (Adeleke, 2023). Transparent communication about
the purpose and scope of surveillance can help alleviate concerns among students and parents
regarding potential misuse of footage or invasion of privacy.

CONCLUSION

The integration of security technologies such as entry control systems, metal detectors, X-ray
machines and video surveillance cameras have proven to be highly effective in enhancing the
safety and security of public secondary schools in Nigeria. Each of these tools play a unique role
in mitigating the various security threats faced by public secondary schools; from unauthorized
access and the smuggling in of weapons to acts of violence, vandalism, banditry and kidnapping.
While challenges such as cost and technical expertise may hinder the widespread utilization of
theseinnovative security technologies, their proven benefits in reducing incidents of crime and
enhancing the overall safety of the school environment cannot be understated. Therefore, the
Federal Republic of Nigeria should prioritize the procurement of these security technologies for
public secondary school safety to prevent further orchestrated invasion by kidnappers, armed
robbers and bandits and foster a congenial learning environment that would enhance academic
growth and well-being of students and staff.

Suggestions
Suggestions made after the exploratory discourse include:

e Government should be the sole financier of innovative security technologies in public
secondary schools because Nigeria is a wealthy nation possessing arable land, rivers,
natural and liquified gas; oil and preponderance of solid minerals.

e Entry control equipment should be procured for all public secondary schools to stall
unauthorized access by unwanted visitors such as bandits, kidnappers and miscreants.

e X-Ray machines should be made available in public secondary schools in Nigeria to
uncover the entry of dangerous objects in school premises.

¢ Video surveillance cameras should be procured for public secondary schools in Nigeria to
monitor and record the goings-on in the school premises.
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